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Hashing
Goal : Build a

"

Dictionary
"
: a data structure D

with following properties
contains key-value pairs ( Kyu ,), -

. ,( kn.vn)
assume all keys distinct

Implements Search CD,k)={vi if k= kinil if knot in D

Search as fast as possible
size ID / as small as possible

Also want insert CD
,

( Isu)) and delete (Bk)
but won't discuss today

I



Dictionaries : 2 simple approaches
# 1 : D= list of n ( key,value) pairs sorted by key

search ( D
,

K) does binary search on keys
Time / search) = 0 Clog n) . . .

Ok

ID I = Ocn ) . .
- as small as possible

1=12 : V --set of all possible keys ,treated as integer c-4101]
D=
array of length 101 , Dlki)=vi , other Dftnil

search ( D
,
K) looks up D.( K)

Time (search) = Oct )
. . . as small as possible

ID 1--0 ( I V1 ) -
. - enormous

Goal : Time (search)=OCl) and ID 1=0(n)

Use hashing 2



Hashing
• Need a

"

hash function " h : U → [ I :m]
,
m=0Cn)

where hlk ) → linked list containing all ( Kv)
pairs with same hck)

• Want h with as few
"collisions

"

as possible,
i.e. shortest linked lists

,
since

Time (search 1=0 ( length of longest linked list)
•Best case : all linked lists same length =
• Some linked list >_ En

• Problem with choosing any one fixed h
• 3- subset U' c- U of size 2101 /ms.t.hu/)--=v%ee
• Ex : h ( k) = first login bits of K

• Solution : pick h randomly 3



Picking a random hash function

• Idea : If we pick h randomly from a set 7h ,
it should assign roughly equally many keys to each

linked list
,
inden pendent of which keys appear

• Def : Fl is universal if for all 1<=1 k
'

,
both in U

Pch (k) =h( k' )) a- Im
,

m
= # linked lists

• Than : For all / Ei En
,

Et# keys in same linked list as ki ) < 1m

Proof : let ccj ,1) =L if hckj )=h( ke), 0 otherwise

El#keys in same linked list as ki )
= EYE. Cli, j ) ) =§⇒ElCli,jH±E'm±Sti

y

• If we use a random hash function h from universal 9L
and m= ① (n)

,

Elsearch time)=E(# keys in linked list 1=041



Constructing a Universal 91 ( 1127

• Def : Fl is universal if for all K # k '
,
both in U

Pch (k) =h( k' )) a- Im
,

m= # linked lists
• First try : if h : U→ [ I :m] completely random,

costs 101 to store
,
defeats goal of Ocn ) memory

• Second try : inner product with random vector
• Assume m prime (round up if needed)
• Assume / U / =mr for some r r- i

• View each Kevin base m : 1<=8 K"mi
,

a- K'"<m
i=0

or k= ( K"
,
K"! . . ,k
""

)
• Def :X = { ha

,
a c- U } = { ( a '"

,
a
"'

,
. . .

,

act")
,

o±a"km}
• that =/ at = log lol = rlogm , much smaller thanbeforef-I

• Def : hack) = a'" ok" ' mod m

5



Constructing a Universal 9112127
• Def : Fl is universal if for all ktk '

,
both in U

pchck)=h( K'Helm
, m=

# linked lists
• Second try : inner product with random vector
• Assume m prime , /V1

= Mr for some r
r- I

• Each Kev : 1<=8 K
"'m;o±K"kmork= ( K",k% . . ,k

""

)
i=0

• Def :X = { ha
,
a c- U } - { ( a '"

,
a
"'

,
-

→
act")

,

Oka"km}
• that =/ at =/ oglu I = rlogm , much smaller thanbeforer -1

• Def : hack)=§a
"? K'" mod m

• Claim : Inner product hash family'll is universal
proof : Pch (k ) -=h(K' 1) =P ( Éaiiik"'÷Éa"' K' '"mod m)

i=o

=P ( ÉÉ
'

a'" ( k
'"
- K'

'"
1=0 modm )

.

1<=1 K' ⇒ some K'I>=/ K' 'i' ⇒

=p ( a'i > ( KH- K
' 't ')=¥g. a'

" ( k
'"
- K"
") modm)

=p ( aljl = ( Kj) -1<14")-1 • ¥; a'
" ( K"- K

"") mod m )
= 11m as desired

,
since each a" > random ink

,
m-☐ 6



Improving Elsearch time)=0C 1) to Max/searchtime)=OCl )
( 114 )

• Def : Perfect hashing uses 2 layers of hashing
• Layer 1 : h.co : U → [ I :m]

, maps each u
c-U to

another hash function hi
,
.
- .

,
hm

• Layer 2 : hi : U → [ I :L ;] , 1. chosen to have
no collisions

• Size goal : IDI =/ holtlh.lt -
- - +1hm 1--0 (n )

• Search time goal : time Cho) +timeChi)=0CD for all i
• Repeat ly choose random ho

,
hi until goals met

• Show PC meeting goal )Z£⇒
El # random choices of each ho

,
hi needed ) 2-2

>



Improving Elsearch time)=0Cl ) to Max/searchtime)=OCl )
(2/4)

• Def : perfect hashing uses 2 layers of hashing
• LI : h.co : U → [ I :m]

, maps each
UEU to hi

,
.
- -

,
hm

• L2 : hi : U → [ I :L ;]
,
fi chosen to have no collisions

• Size goal : IDI =/ h.lt/h.l+---+lhmI--OCn )
• Search time goal : time Cho) +timeChi)=0CD for all i
• Repeat / y choose random ho

,
hi until goals met

• How to sample :

LI : Repeat : sample ho until Em citron , µ
-04)

i =\where ci= # keys mapped to i
L2 : for i =L :m

, Repeat : sample hi :U→[ I :c ;] until
m no collisions

• Size goal : thot + 1h , It - . - +1hm 1=0 (a) t€ci=OCn)
• Time goal ! No collisions⇒ timeChi)=0 (1)⇒

timeCho) + timeChi ) -011 ) 8



Improving Elsearch time)=0 (1) to Max/searchtime)=OC1 )
(3/4)

• Def : Perfect hashing uses 2 layers of hashing
• LL : h.co : U → [ I :m]

, maps each
UEU to hi

,
.
- -

,
hm

• L2 : hi : U → [ I :L ;]
,
fi chosen to have no collisions

• How to sample :

LI : Repeat : sample ho until Em citron , µ
-04)

i =\where ci= # keys mapped to i
L2 : for i =L : m

, Repeat : sample hi :U→[ I :c ;] until
no collisions

•Analysis of sampling hi for L2 :P ( collision)=
P( hi maps 2 of the a- keys to same index out of E)
= E
K =/ k

' mapped to c- = hock) = hock. )
P( hi ( k) = hick '))

= (g) ¥ 2- £ ⇒ P(successful sampling)Z£

9



Improving Elsearch time)=O (1) to Max/searchtime) -04 )
(4/4)

• Def : perfect hashing uses 2 layers of hashing
• LL : h.co : U → [ I :m]

, maps each
UEU to hi

,
.
- -

,
hm

• L2 : hi : U → [ I :L ;]
,
fi chosen to have no collisions

• How to sample :

m

LI : Repeat : sample ho until §
,
citron , µ

-04)
where ci= # keys mapped to i

L2 : for i =L : m
, Repeat : sample hi :U→[ I :c ;] until

no collisions
•Analysis of sampling h.for LI :
El É

,

CE) = E-t.EE?j&InChoCkj)=i)T)--LT-i-&j&.=,Inlholkj)--hoCkj. )=i ) . .
. reverse sums

= E- ( EE, EE Inlholkj )=hdki)=i)=E;É± ,

Inlholki)=h

!!?g,= n + (2) • In = Oln) because m=OCn)

to
Markov ⇒ PCE.ci?Nnk-E..&ci)kyn)=OfY-E1-zifvbig


